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At-A-Glance
思科 SECUREX 架构

SECUREX 架构具有哪些价值？

思科 SecureX 架构™ 将思科® 安全解决方案、产品和服务完美结

合，使您能够加强对网络的监测、保护和控制。这种全新的安全

框架融合了威胁智能化和环境感知能力，从而更有效地解决企业

目前面临的独特安全挑战，并带来快速超越传统安全方法的新商

机。思科SecureX架构能够迅速响应，为思科无边界网络解决方

案提供补充，随时随地为任何用户和设备提供有效的安全性。

思科 SECUREX 架构有助于解决哪些问题？

移动性越来越高、消费设备的不断增多、虚拟化程度提高以

及信息向云的移动，所有这些使保护IT基础设施变得比几年

前复杂得多。企业致力于在不断增多的非公司或员工自有的

设备上部署安全策略，因为这些设备会使企业网络的安全风

险大大增加。随着企业采用越来越多的安全措施，来应对不

断变化的环境，整体的安全方案被细分。企业需要安排更多

员工来支持安全，并且，即使额外采用了许多措施，集成化

程度不高的安全解决方案仍然无法到达理想的保护效果。

全新的思科 S e c u r e X架构保护日益发展的网络，为移

动用户、虚拟化数据和云提供安全保护和策略。该架构

旨在通过利用高级策略，例如，谁在何时何地利用哪些

应用和设备试图访问哪类内容，提供环境感知安全性、

更深入的监测和更出色的运营效率。随着网络在本地

和全球等级上参与动态的智能共享，策略实时增强。

SECUREX 架构组件

思科 SecureX 架构基于三个主要组件：

■ 网络智能组件，提供可视性，增强网络安全性

■ 环境感知增强：执行安全策略，利用整体的交互环

境，在设备到基于云的各种外形产品上部署安全要素

■ 环境感知策略：业务驱动型策略，利用环境简化并与实

现与IT实施和业务规则的直接关联

思科S e c u r e X构建于思科基础设施之上，具有稳固的基

础。我们在这个基础之上添加了环境感知安全执行要素，

如防火墙、W e b代理、I P S传感器，甚至网络基础设施本

身。这些解决方案可提供关键的智能性、策略管理和执行

功能，从而显著增强精确性、效力和企业安全部署的及时

性，此外，这些解决方案还能以多种方式部署，如独立的设

备、云服务或集成模块，部署于交换和路由基础设施内。

图 1.      SecureX 架构示意图
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Cisco SecureX Architecture 

What Is the Value of the SecureX Architecture? 
The Cisco SecureX Architecture™ brings Cisco® security 
solutions, products, and services together to deliver 
enhanced insight, protection, and control to your network. 
This new security framework blends global threat intelligence 
and contextual awareness to more effectively address 
the unique security challenges organizations face today 
and to enable new business opportunities that are quickly 
outpacing traditional security approaches. Cisco SecureX 
Architecture responds to complement Cisco Borderless 
Networks solutions by providing effective security for any 
user, and any device, at any location, and at any time.

What Problems Does Cisco SecureX Architecture  
Help Solve? 
Increased mobility, the influx of consumer devices, 
virtualization, and movement of information to the cloud has 
made securing the IT infrastructure much more complex than 
it was just a few years ago. Organizations struggle to enforce 
security policy on proliferating non company or employee-
owned devices, which greatly increase the security risk to the 
enterprise network. As organizations deploy more security 
measures to keep pace to the changing environment, the 
overall approach to security becomes fragmented. More staff 
is required to support security, and even with these extra 
measures, poorly integrated security solutions result in less-
than-optimal protection. 

The new Cisco SecureX Architecture protects the evolving 
network with security and policy that spans from the mobile 
user to the virtualized data center and the cloud. At the core 
is context-aware security, delivering deeper insight, more 
effective security, and improved operational efficiency 
through the use of high-level policies, such as who is trying 
to access what type of content, from where and when, and 
using what application and device. Policies are enhanced in 
real time as the network participates in dynamic intelligence 
sharing on both the local and global level.

SecureX Architecture Components 
The Cisco SecureX Architecture is built upon three main 
components: 

•	 Network intelligence, providing visibility to enhance 
network security 

•	 Context-aware enforcement: Enforcement of security 
policy that uses the full context of interactions with 
elements deployed across a wide range of form factors, 
from appliances to cloud-based 

•	 Context-aware policy: Business-driven policy that uses 
context to simplify, and to correlate directly with IT 
enforcements and business rules 

Cisco SecureX starts with a solid foundation built on Cisco 
infrastructure. On top of this foundation we add context-
aware security enforcement elements—like our firewalls, 
web proxies, IPS sensors, and even the network infrastructure 
itself. These solutions provide critical intelligence, policy 
governance, and enforcement capabilities to significantly 
enhance the accuracy, effectiveness, and timeliness of any 
organization’s security implementation, and can be deployed 
in a variety of ways–as standalone appliances, cloud 
services, or integrated modules into switching and routing 
infrastructure.

Figure 1. SecureX Architecture Diagram
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The following are examples of Cisco infrastructure 
components of the SecureX architecture :

Cisco TrustSec and Identity Services Engine (ISE) 
Cisco TrustSec helps secure access to your networked 
resources through policy-based access control, identity-
aware networking, and data integrity and confidentiality 
services. Trustsec leverages the Cisco Identity Services 
Engine (ISE) to strengthen the deployment of policy. ISE is 
the industry’s first policy-based service enablement platform 
uniquely combining identity and access control. It gathers 
real-time contextual information to make proactive access 
decisions.

Cisco ASA 5500 Series Adaptive Security Appliances 
Cisco ASA 5500 Series Adaptive Security Appliances are  
a proven network security solution available in multiple form 
factors to provide flexible deployments: dedicated appliance 
or as a virtual instance or embedded module to your network 
infrastructure. , As a critical enforcement point, the ASA will 
deliver more components of multifaceted context. This will 
include components pertaining to users, applications, data, 
reputation, devices, posture, threats, destinations, sources, 
and locations. 

Cisco AnyConnect Secure Mobility 
The Cisco AnyConnect Secure Mobility Solution provides 
an innovative way to protect mobile employees on PC-based 
or smartphone platforms. This solution uses Secure Sockets 
Layer (SSL) or IPsec VPN to deliver a more seamless, 
always-on, and always-protected experience to end users, 
while enabling IT administrators to enforce policies and block 
malware with cloud-based or hybrid web security.

SecureX 架构
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以下是 SecureX 架构的思科基础设施组件：

思科 TRUSTSEC 和身份服务引擎（ISE）

思科TrustSec®通过基于策略的访问控制、身份感知型网

络连接和数据完整性与机密性服务，保护您的网络资源资

源。Trustsec利用身份服务引擎（ISE）加强对策略的部署。ISE

是行业首款将身份与访问控制完美结合的基于策略的服务支持

平台。它能够收集实施环境信息，以便制定前瞻性的访问决策。

CISCO ASA 5500 系列自适应安全设备

Cisco ASA 5500 系列自适应安全设备是经验证的网络安全解决

方案，可灵活地部署于多种外形产品内，它能够作为：专用设备或

虚拟设备或您的网络基础设施中的嵌入式模块。作为关键的执行

点，ASA 将为多层面环境提供更多组件，其中包括与用户、应用、

数据、资信、设备、方法、威胁、目的、来源和地点相关的组件。

思科 ANYCONNECT 安全移动性

思科AnyConnect安全移动性解决方案提供一种创新方式，

保护使用电脑或智能手机平台的移动员工。该解决方案利用

安全套接字层（SSL）或IPsecVPN为最终用户带来更理想的

无缝、即时和始终受到保护的体验，同时使IT管理员能够实施

策略，利用基于云或混合Web安全性防止恶意软件的入侵。

 安全智能操作（SIO）

SecureX 的核心特性是 SIO，这是一项基于云的安全服务，基于

云的全局网络可按需为思科客户和设备提供共享资源、软件和信

息。SIO 用于实时监测全局威胁环境。



SECUREX 架构的优势是什么？

思科S ecu reX架构提供环境感知安全性，保护动态世界里

的交互活动。它支持在整个企业内进行分布式实施和提

供可见性，同时还支持移动用户并可通过网络提供基于云

的服务和应用。该架构具有出色的扩展性和灵活性，借助

额外选件，可实现最佳部署，满足大型企业的需求。此外，

它还可简化策略部署，最大程度地降低风险和复杂性。

为什么选择思科产品？

没有其它任何一种安全方法能够与思科 SecureX 架构相媲美，它具

有诸多出色特性：

■        无处不在的网络可视性和控制功能，可降低复杂性，增强保

护能力

■        业界最完善的创新安全产品组合，可满足各种规模企业的

需求

■        独特的环境感知威胁保护和安全智能特性，可动态发现和抵

御新一代威胁

■        在整个企业内一致地实施策略，确保提供无边界体验

如欲了解有关思科安全产品和解决方案的更多信息，请访问： 
www.cisco.com/go/security 和 www.cisco. com/go/securex。
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