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B IR

MRBAMBH B AR A B, 2EFPRNHREHEARFRNEFRL. ZDNet ARIEARH—RX
Brhigl, $RRAREFENHRER, SEELIR. BACFITMEER, FIEFEMARES. BEFAD
Kutbie, UEFITZTE, BrilbiEkEmaL.

RARESMEDFNABIMANRLZN], B2 AEEBITHRRHLE, RRNEELSARR. NMRETZAL
BHNER, BLAGBREES. BTRBINBNME-—TUARZHRRGTE, BRRERERZS.

! ZDNet: https: //www.zdnet.com/article/the-ransomware—crisis—is—going—to—get—a—lot-worse/
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BITEENZR AR 3 NN IR
SNRAABITIRINRE DI, AT DUEIE IR = h5RRe SRS FTTRAORME : SEUL, STHERIAML.

B-MERFLEZENETK, AATEBEITEMEMTME, FEIRS R, AMESEYE. S/)EHE%
BHEK. IR, #BEFS T B4, ELPRIITENAR. SHEEETI IT 3IIHEORIMEERER
BRI, ETORAIGES Veeam RARKISERARKIGIES IT HARKMIRX ZFhRNM, LLEEFM T #Y
S MR SR LI T FREITNEE -

W% “BRERE" WMRREREFHEROAG R ES AR RERE RS T SN RIRER. A3t
MXLEBRHETTNE, HEER T LRSI
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-_ N

=
EFREIG, CESAREEMEZNRG, PRESSIEN ITSSH, MUBESMNERMRRERHERGT
Fhth i .

BINNEEZHMREEZR: IT ARFMARARAR. IBEARR—FT, BABMTESNERET-FTF.
BIRE, BE2019FFEMEFE?, @i 57% HNERRHRHHFETTERENY (RDP) JWETIA, #id 26% &
IWENB R HEE, THBI12% ZREBRTFRE.

WEE AR EY

MBI AERE, ILAFTH# ROP. MEH @ MR ERRYWEVAN=ZKINS, WA TAERGREGEK
ENMERRGRENE IR,

AEH T BEEAMEAETIEPER RDP. EEEHBX Veeam LHEMERS, HKMNSENBEBEMGETNT B,
DE. KRSERAAYIR ROP ML EM. SAMUBRHNRE, L5 IT FHNREITE ROP RBF[EEE
BRI EEN. RBYIMFZHRFIMECE. B IT EEE R LUE RS P ik, E7EE RDP ir O3 E S
EEEFANKESREN, EREEASHIR: —FULNERREED ROPBAFRS . X—FEXHIFHN, B
RDP R B £ BB I MUEBE TG RER A8 MR . FHERITFHZ—LH X ROP BRI, HENEIBIEIR
HEMBRR B EHRIRE

HF—HEERMVIAGXZFAMEHEEE. RNBEBIEE2ZLLORFIRME. B2XMIFR, BREMRE
. BEFTREUAFEHERE . ARMHERIANUANELATENEIEFIZEHERNBMXK: Gophish 71

KnowBe4 .

KnowBe4 (https: //www.knowbe4.com) RIEIENIEsRR AR AMEEANRELEIR. KnowBed lREIHFARIRER
EiAEEI, mETRSENE IS KT .

FRT KnowBe4 Z4h, BH—LFFIREIRATLAZ BN ML &I, Lhan Gophish (https: //getgophish.com/)
Gophish Z B EIBURMF L ZBFEME, MKW HARTLAEMEHEBE TG, % E XML SR
RENS%.

BB RE RN G, BRAIMEESAEMARE. THANMAKEUL 2 HHENAPRES—RIIGIHRIE.
XA AR BLRR AR ZEEIR. Gophish (XFRIRIN TR

2Coveware #% %5 : https: //www.coveware.com/blog/2020/1/22/ransomware—costs—double-in-q4-as-ryuk-sodinokibi—proliferate

SESET: https: //www.welivesecurity.com/2019/12/17/bluekeep-time—disconnect-rdp-internet/
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Users & Groups. Email Templates Landing Pages Sending Profiles Settings | @admin @&

c
@ gophish Campaigns

Dashboard

Campaigns

Users & Groups .
Phishing Success Overview
Email Templates

Landing Pages

Sending Profiles

Account Settings
Email Sent Email Opened Clicked Link Submitted Data Email Reported

User Management [himin

6 0
User Guide

API Documentation

Recent Campaigns

Name Created Date ~ =] o Status
Test the HR Message September 17th 2019, 1:31:20pm 2 0 nﬂ
HRMS September 17th 2019, 126:11pm 2 o uﬂ

XL T AR AA R BN AL B TP 4% £ & B T ER - A B Z 75 E Y XURE -

tesh, TRRHERANEtERES. RNEHRER T ARRERANIRE, EEEMEENF. XMARRIET
I IEEIRRENE MM EIRETE. B, Y2SicEFiRERSE. NAERF. REEMRSEGHSE X
BITES. —ENRREREN—LEELLIMHAEERNREANF, tban WannaCry, Petya #0 Sodinokibi. “iX &R
AT EIEIERIER SRS, ELaniERTF Adobe Flash B njRAT?,

Lok, BWEUSEENLREH. FAREN “BEX” , KRNERRESTETHES RS, LTERERE
—LERFEAE BT LS ESNEME . X—EBETHYR=ZRK.

SRR
BATBERR— LGN SN, QIEFIMAERNEIR. Him, T BITURREFENTRSE,

UEREBAELEMNRRGREATECRKIEN, BFMEX. XATUE T 2 ARAEEXRE, BT
AHEE, REENE, REMNTERENELDC. HISRSEN—LRF28NT:

* ZDNet: https://www.zdnet.com/article/sodinokibi—-ransomware—is—now-using-a—former-windows—zero—day/

® TrendMicro: https: //www.trendmicro.com/vinfo/us/security/news/cybercrime—and—digital-threats/lord—exploit—kit—rises—delivers—njrat—and—eris—

ransomware

© ZDNet: https://www.zdnet.com/article/most-ransomware—attacks—take—place—during-the—night—or-the-weekend/
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o Veeam LS : EREWEHABE, Veeam Backup & Replication™ SIEHIEIRITENVRNEE, RE
A FRERYE, AMCESMEPNXH. MRFASREEAMBERNETEE®RE, M Veeam Backup &
Replication JFIEIFFERTE, WERIBRZEMEREPHRGIZGLEN ST EHE. BARAXRZEERE
F—NIESE, BESAERE (BAFEX) BXSIABIRIN—EHIMIRE.

« Veeam Datalabs™: Veeam Datalab &—15 SureBackup® £, FAIEERRERIMEFHITHITHERN (VM) &
B RS ARIIRAARBHITRE, tTATMRANAEFRIRERZEHF. DataLabs ATHFIREL
RESE, HERRZATRRRSEETEET. S—TMRAIREFEZEMLRIER T DataLab HHI—P k%
MR, UPIT—LLATBEMIE S EE,

—RER T, EIIEEE Veeam SureBackup IR 7555, MR ARG T RGBS E bR B Foikik
&, N Veeam SureBackup FIIRRI & tHiER. FEHITIMRREIEER, ERILUEMIZIT SureBackup 1Bk, LA
HRRZATUERTER, FHANBEFETEEIT, SR LUEFRTE SureBackup (Bl SER R MBI TIZ(E
A, NELRRIFEREREPRESTEENRLERI. A% Veeam Datalabs WEZER, HENAR
BFHH “SLRE” #B5.

© ZHAERGR: BANRBEFHLBPITIRRENEE. G, SHEIALETIRATERBRNRRAR
TREENGE. XHRTETERHFENNAR . HttAKAUREESERAEUNENIERS Veeam Agent
ER. THREMNERDETHENAANEBINRRUREERNEETHREL.

IR EEF A0, TERIHMHESANMENERE, TRIEREERNRERE, NRERZREARRGHM
B, XEMRHLEHRRAEBENLERR, SUPRREHORERSEM. HERIIREN—MHEREH
SEXEEMNIERRABRHEHRE . RAMEDHITHR.

EERAELT, —EBIMERMGLE, B—HNNERAREREE. MEINBEXRE, RBRSX—FH
EIR, FREEFHIIE T IHREIN Veeam F = REMFMEE. RBAABEBIREEL, WRBEAREXM
B, REFPEERETERE. UTFRITATHEBLESIREBMAEME.
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Veeam &M= mUAE R, RIEMAEMER, XMEEZXMMENAFAREREZNEERER. NEHREH
RRHRBERY, S#RRRGERNXRESEAMFIT21EE. “REAMTEATET~REKS, MIExT
M mPSERFAEZ A NRRE. HEHHRRALEHR, HLEMTLIRTEBRRS ROSERSGR. BH
TRFEEIRE,

EPZERGEGD, L Veeam ENEMBHMEEZXEEN—F, WRRIGEMRIXE—F. FXEMHRHHE
BN, B TERS:

+ {R$F Veeam Backup & Replication A 53 82 Fn4B {4

o STIHEMBNZ IR HHY Veeam ThEE

o MM TFMER 3-2-1 RN

« ZMRERARERE

o RIRIRIP

 NAS /3

* Veeam &1 HIEINE

o HHREHFEIRRE

{&$F Veeam Backup & Replication AR 55 25 F12H 14

MENZRIR A ESRE, Veeam Backup & Replication BRS5 2R 2 R A RHPHXE—IF, RERFEEHLREE.
UTR—LESEERNEELERAK:

TEARIE Veeam FRSEZEE: RESMRSEE (REM) +9EE, AIRHLEBBNRSEE. MRFER Veeam Cloud
Tier 2% Veeam Cloud Connect, NIRA4FREERNESICIRMIA 0= FIRERIRBHHR .

Veeam FREMF: #MEFIBHNTERREFEATEMNMKAIE Veeam RS R, EEIF Veeam FINMRIE, 7Ei4
EE. MRS AN E bR AR RY SR BX B R ORROM R,  LABRST ST RN AORIR . AL 4R LR AT REMIE) T4 i LR - A
—AMFEAIMA D , TALBEEFHETFERARNREAR Microsoft Active Directory I8k 8RR 8 47 PR TRk
Veeam FIEXEMPBEMT R, HHIEEFIENE, TEATENEFHBREMSHEMEMZ BIERLZEKS.
RAEREM AR L DOMAIN\EIE RSN ER, FHIRFIZM AR B EMZL%EIRE (A0 Veeam, vSphere
N Hyper-V) BURBR. 20SRiZi Pi@id Veeam AHHER, MA—BEEINER, FE@MEFABFEIGRE .
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@ i

FiB Veeam FRAATFHIIR (URBNMAERMKOER) HEPHICR, HER:

https://helpcenterveeam.com

s, IMFEBBXREMMABEMIRNLE Veean HAESLEIER, 1FIHIN):

https://www.veeambp.com/infrastructure_hardening

BB IEETER . MRBAELSCEWA R EEi#t—F, B TELEREMRRMGLRESD,
ENERERRIBENEMHER, BINEEILARNERATEIFRL Veeam Z1RFEE (MIB&HIMNE) .
s, RIS R, FIFREIMEN ISR E R R ITRARERE (FiiE) FRERIEMER.

M Veeam Backup Enterprise Manager: i#3Z}% Veeam Backup Enterprise Manager (BEM) FF#Hx{ES, AT
UKIER DT Veeam EMZERMAEITHIFEAGE. SCHEERE, EUNEBILER, RESH. FlzE. 1Fl
HiE. ERENTEEMFENESHIAIE BEM F5ER. BEM BIBAZLET, EFTUEALELARNBENRE
Veeam Backup & Replication A} 5588 L2 it 1X LE4#%4E. BEM =R HE U NEF/R:

g ooshooar

Last 24 hours Last 7 days

| Ssummary Image Data Last 24 hours Status

Backup servers 1 Processing speed 51MB/s » Total job runs 18 Backups ok
Jobs 16 Source size 49478 @ Success 10 Backup servers @ Error
Machines 787 Full backups 30578 % Warning 3 Management server QoK

File shares 0 Restore points 2278 © Error 5 License @ oK

Backup Servers

tegh, IR EPRE R Veeam ZNIRF[AVIAE, TRAIMFRAAERE. XL AHEAEAFAT BEM 1 Veeam
Backup & Replication A&, SIFEERER. NTAMEAAFMIIANEEER. BXAENESESR, FiHD
Veeam A F$5REaE Veeam #3Bfih(> (https: //helpcenterveeam.com/docs/backup/hyperv/users_roles.html?ver=100) ,

FmIE S mE 0] Veeam SLHENE SHIIE: XFFIE1T Veeam Backup & Replication iZHl B A EBMARS, EIGEKRK
APITRESNRIEEBEETIERA (RDP) &i&. @5, ROP ERENMNKEHH Az — (574% MKEHEKE
RDP7) . BMERFEZEHMAIMLE, thRiZERXMBEEE. & RONEFNIIESEZFTEMEE  Microsoft
FEET AR AR (5490 Duo) .

7 https : //www.coveware.com/blog/2020/1/22/ransomware-costs—double-in-g4-as-ryuk-sodinokibi—proliferate
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Microsoft L2 5= [ Ak 55 W E S 3 iE -

https : //docs.microsoft.com/en-us/windows—server/remote/remote-desktop-services/rds—plan—-mfa

Duo ZESAHIE

https : //duo.com/product/multi-factor—authentication—-mfa

R M R AN 3-2-1 R U

BANZEE-MBREMENERER, JURANNESZ—. BEMEHEHRERCEUATIRLEEH#E -
NP EIREIA:

. MR

© S3FHFHA SIS REMPHTATEERG

. YPERBEMBELNR (BBHEE. RERER)

o THREBRIFTIEE Veeam Cloud Connect R EZ 14

BEMEREHIEMEREPRAGIENRXEREEZ—. SME. SMABNRBEHEBERERRES
B7E. BRTIREMBRLRMAS, ZLETUET UF AR MRIPRARS & O HENEN, GRS AEEmFE
SRR, TEITFMANLE T X LB 7 FRIEE

HEEG: T BIMEFNTRNEESTEE, BMATHETEMERA, BLIMEMTHELESENEE
R BRTEREIES, NEFEHRBHOUTNTFRIEENELZL. Veeam XFHF—EF%iE (WORM) MK,
PUESRIREEZR IR RO M . Veeam B FEMELTE T FURIE, BB XHEN#EHUARERT Li#ITEE S
1o Veeam i3I AL FNAIRAR 55 25 S A0 S FF I ] B R R 0 T EIRE R

“Veeam
backupserver
e Data s Data
o Maover e Mover

g e 5 g e mm- B

Tape server Tape server

-

Tape devices

©2020 Veeam Software. MIZER. REMBNF. FAERFARSEREERE.
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Veeam SR HISTFFER THR LTO iR & MENASHECE . BLRRTLURT 2575 R FI B R S Hrgsase it
REEZRERHREN . Eh—#7a AR REBIEH I E A EE R ENERERBHEEN R L, HNRFERE/LE
ERERE. AMIMEEEMRONERNRRERELEEEBRIBNRENRE. BR, #HEBAIURERMEM
FEN R, USFHENBILRIERR. TR Veeam FHIN KRR, BIFEH. S8AMESRANNRERG:

N
O AN N AN AN D D AN [\ D N N AN AN D
.Vbk .vbk .vib .vib .vib .vib vib .vib vbk .vib .vib .vib .vib .vib .vib
\ J

daily media set

T >
weekly media set
monthly media set

S3 HKER S3 MR FEP IR &% Veeam Cloud Tier ZIFINEERAMNAAIEZY, ATBNIEEEIZRRERM
Hithgibh, XMEFHRBIFNABRATEEE (XIEAEHE) B Veeam I BRFZMEME (Scale-Out Backup
Repository™) RELIK . FERR—METREANING, UTRENHBEAXMKREE. TUTEMHIEF BM
Cloud, Azure. AWS F13RE AWSS3 IR FiEE R, (EENAHAWSSIMER SSHEFERRAZZIHAEBTEMN
BB RBITNEE, BT IX—IhEEA AT LU Veeam Z M HUIRIE AR AT T &M MBI FHEHE S,

©2020 Veeam Software. #lERR. REABENF. MAFTRHEESEREERE.
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Performance Capacity Tier
Tier
Oldest Backups
and / or
Immediate Copy
v S3 Compatible
Immutability . (w/Object Lock)
_—_—nmnmm-— ms—— —

Amazon S3
(w/Object Lock)

- Policy-based
Transparent
Space efficient
Self-sufficient

oooo <
No extra costs

Dec!upe Immutable (S3)
Appliance

—
—
—1
—
—
]
—
—
—

S3 NAIZEZMBIMB AT, B Veeam Backup & Replication FRIEL B E B . AT KIEFER Veeam & ERT
B, APRNEERNEM. E— MR AWSSIEHA SIMEMEIE, TUMNX—BHhEFIIRBEREREA
AL, XEATEIT B EMEMEE (Scale-Out Backup Repository™) 432 imiSifk N R HEBR TS &0 518,
PERAELEEASNTERE (EFER) f—cEREzE (BaER) . AT ZERIEENTHRR:

Edit Object Storage Repository *
Bucket
Specify Amazon 53 bucket to use.
MName
US East (Ohia)
Account
Bucket rwv-immutable-ga
Summary
DTRY
Limit object storage consumptionto: (10 |2 7B w

This is a soft limit to help control your object storage spend. If the specified limit is exceeded,

already running backup offload tasks will be allowed to complete, but no new tasks will be started.
Make recent backups immutable for: |7 £ | days (increases costs)

Protects recent backups from modification or deletion by ransomware, malicious insiders and

hackers using native object storage capabilities. Incurs additional 53 APl and storage costs.

[] Use infrequent access storage (may result in higher costs)

With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited
for offloading long-term backups, such as GFS fulls.

< Previous Cancel

©2020 Veeam Software. #lERR. REABENF. MAFTRHEESEREERE.
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Frisd A A B R ERN R EFHBN— BN, AT HREMEANREHELRESRRYE, BRPENERS
S —BUR BERAIERYT RAEMEFM#E (Scale-Out Backup Repository™) KIEIE. RfE, FERMREHFIEDTHEE
MEEHDBINREF R (HFNEHXHERETHEENRECRED, WU XHER) FREWZDEE. £F—
MERRAEL RSN EIFENEFEMREFE (BEHIERX) .

ERRATIRUE RPN — N EZMMSR, BRAESESMELSEREIINENREFMEDEIEENE
BEEIA. BESEHNENL, BIRAPBAEEENABMBREDREINERITIE. ELIEEHRIRELR
BOZENIRA, &RRERNEFETRARMMRERESD. BMERTERE, XHE2—BURHMMRRAA0EM
B

X—E+HEE, BAEFZEAT, NFEMNSERERZREEMNERE, TUSEMRIEMNRE 5 B85 (RPO) .
TERIERT WA AT BREBEFMEE (Scale-Out Backup Repository™) Bt B E#I1E = :

Edit Scale-out Backup Repository X

Capacity Tier
Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

MName Extend scale-cut backup repository capacity with object storage:

Pedanmnanceilier 53 - Immutable Backups ~ Add...

Placement Policy Windos

_ Copy backups to object storage as scon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to
the capacity tier as soon as they are created on the perfomance tier.

Summary

|+] Move backups to object storage as they age out of the operational restore window

Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offloaded backups.

Move backup files older than |14 2| days (your cperational restore window) Override...

-

Encrypt data uploaded to object storage
Password:

Created by APLABS\RickVanover at 3/4/2020 11:16 PM. (Last edited: 34 days Add...

Manage passwords

< Previous Apply Finish Cancel

LEPERRT ENREETMESEDEIENER. EX5EE, XRESHEDRIBENEEFRE.

©2020 Veeam Software. #lERR. REABENF. MAFTRHEESEREERE.
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@ e

WIER T f#A 9% Veeam AR THAEM T 245 2, 1S [ http: //vee.am/s3immutable

YIERBEBNEENR: REESNBHESEESXNTHHTHELRES. S TRANWSEEE XY, mTasi
BLAESRESAENRE, SHEERGLEREYE, REESASENIIEM. XMFETURIEEFBERRERE
A, tbinFATRiEFIA%AIE (JAROBO) . Veeam Backup & Replication @13 #6451\ R Sk 3 M BRI TR % e

f5lzn, Veeam Agent for Microsoft Windows S RBEAIN BRER. T &%, B—TMMINEE ZHAEZMELTRE
HMHEAR, BRI RERBLIRTS. ZEB B R

[27 Edit Backup Job [Job] K

Schedule
w Choose when you want backup job to be started automatically.

=

Mame Pericdically

We will wake your computer from sleep to take a backup unless the connected standby power model
Backup Maode is enabled. Mormally, this model is only enabled on mobile devices, such as tablets.
Destination Daily at 12230 AM 5 | Everyday ~ Days...
Local Storage If computer is powered off at this time Backup once powered ¢

_ Once backup is taken, computer should Keep running w

Summary
At the following events
[ Lock
[ Log off
When backup target is connected ﬁ

Eject removable storage once backup is completed {Cryptolocker protection)

Back up no more often than every 2[5 | Hour w

< Previous Apply Einish Cancel

BN ERIRIPINEERY Veeam Cloud Connect H1fY {4 Veeam Cloud Connect 2 BT 7 L LIRS — TR AR, AR
£ Veeam &N EMEENBRZ U R E T Veeam E5IThEERIRHE RS BIIRS (DRaaS) » Veeam Cloud Connect B Veeam
TR SR MM, ZARITIEM T Veeam Cloud Connect for the Enterprise AR, WA{EATILE LN 7E FIER1E A itk
IIRE.

©2020 Veeam Software. #lERR. REABENF. MAFTRHEESEREERE.
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Veeam Cloud Connect FIERMRIFINEE S FEIL B HMIE MM, LUEMMRRHERT . EEREERELIEN
MR RAORE . EEIAISRIPTIEE, RSREEFHITUREFTINSHEEFINEIAR, HFEBETAIAN (I
W FEFEIE) REXERA, REZFESNBIBEMEFE] Veeam Cloud Connect FhiEES, REERINIE
J& . Veeam Cloud Connect &0 ~Fr7R:

Customers Service Provider
Alpgl SSL Ng|
oy ER
=
Customer 1 Veeam Backup
& Replication
ag]
S5L
oy 2—
—
=
Customer
3
SSL
e Hﬂll’AN o WAN Cloud repositories
accelerator lerator
Customer accelerd
(optional) {optional)

AT LR L A B R 1R 4 S 3 R 2R 4R $7 B Veeam Cloud Connect BRBHZHERET : http: //vee.am/splookup

3-2-1[FM: ZEEK, Veeam —EHIESH 3-2-1 ENEABRBIRERRE. 3-2-1 ENZUEDLHAEZRRRE
ENEIAR, HEREEFMARNRLE, EF—NRIXASMEMR. 3-2-1 EUHREET, WEHLEREREF5
BR, #EAALEBERMY, BEBRX/LFEASER.

TR TETME, Veeam SRIFHP “—4 HiERIALMAGERAEN (ANYIERE. BELHTH
) . XRVMEMBRUABPLITZ .

ZHRERAEE

7ELHE Veeam Backup & Replication Mg g9, B RSEREMEMAS . IERFERBEMFE (flan
VMware vSphere, Microsoft Hyper-V 8¢ Nutanix AHV)  #132IfE ({5140 Windows. Linux. AIX #Solaris) K7
SRS, EXMELT, BEREFERFERELEN. RELNEERELEBEETRENRS (RAEHN
HEkARSEER) RE. XHRIRESNARFRIRE. BRIz, THEUTRERERLER.

©2020 Veeam Software. #lERR. REABENF. MAFTRHEESEREERE.
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FHERIRER: WREGHRLGTIF Veeam EMMFMHIRE, NXMESRREMAEZFHENERAM. Veeam
Explorer™ for Storage Snapshots A] LA 1% R 8] 3= 6l 2 A 7R i 4R iR BB h iR PR & FEHU#L. AT Veeam Explorer for
Storage Snapshots [E] 7 :

Explorer for
VeEEeAM Storage Snapshots

SQL Server Databases
Oracle Databases

@ Full VM (array based)
[5] Guest files
[ ] [ Restore
m— - Exchange Items
— SE | owRO  Gharepoint Items
Veeam Restore arero e
Veeam Storage Partners Low RPO Active direct ory Objects
Snapshot
&)

BT EREARMEE, ERERZARMAUFBE~EKE EEMN) , IFNEEFRRBOTREE. BR, ®INE
BN EFERG. Veeam ST RIEFHIRIBIZA, {5120 NetApp SnapVault #1 Pure Storage SafeMode 1R 52

Veeam £l 1T HAIEEE Veeam KA F MR AR E X B ITERLL, BRRbzS, SHISIEHE—TIRMERK
HHHEEARAR . BEFHNEMNKEE MR RERE (DR RR—MEREERAR, ATLIHBRIEH
FRELED . LATZ Veeam & HIEN M BB ILANE -

(> -
D@ mm ST
o
| O\ ESXi | Hyper-V

©2020 Veeam Software. MIZER. REMBNF. FAERFARSEREERE. 16
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VN, EEHGRS, RV TRESEERRE. ERTREHRRTNEIRED, —REFNZEZEUTER
SES

+ i#3d vCenter 8§ System Center FEIN EIBIEFMEIRYH, EiRHMBinmFERATENRETE.
o EHRIAERRESSEMNSIZEERE, RESITEFRAIEWATAIEIH.

« 7E VMware I8, FAFAELA Veeam EHIRIABIZ SureBackup 1El, FREMMRERMGEH TR AT,
EHIRI AT LAEEBHFIEIT.

Veeam Availability Orchestrator (Veeam IS —F/=f) BETA R, AR, ST EANGHF B, X
5| EE HHE YA SESM/RMRE (BCDR) TRMMAE. BITiERRY. RKASENFMRFRER
2, Veeam Availability Orchestrator 24t T —Hip 4. AIRAIRITRIRMEIRE REE (EABIAMER) , sEBiEA
ITEEMEM. Veeam Availability Orchestrator i A ffifx £ HlI I A F &9 B shi# B R ERTE B4R (RTO) FA1RPO, M
mitEx £ EMRMERE REEFHE L, FHERATLUSEEWATAM SLA. EEMIRHERRGNRES, RE
HRMEMREFTHE L, TEAUEMNIRERGERNESEHFIRE.

SHEE: MEFERNIEE—T, EFBATIRRERENMER. EFZHEAT, EMNBNIRESENRS
RERZIEEEYN AR, BEREEFVHSELFEIFEHIE, BNEILIERNTEMRBNTE, SFXHR
RE . NREFRRERIFERFNERE (Eban VHDX g VMDK 324)

LR

2 LRLNERFNIE Veeam A AYIIEAR S5 s FIE AN SR BT L& M. B2, Veeam Agent BRI AE XM, £id
ZAREBNF] Windows FAREERIZM &M . JTFLimAY Linux 1 Windows &1, 4B407] LAFELR iR — 185 o |
PR SRR BT .

WREER, RHFHRGEGRT —FHAZHPIREAEER AR, R Veeam HIEER API B EILHFZ MR T,
M AT LU SRESNRI IR AL, BIX R IR RS T R M BT, XHETUEBMNBIMMENRZERI T EF FBiRRZ B8
B8]

w1 ESCFR&, Veeam Agent for Microsoft Windows THE&NMBL&EMNFBEEBINR, FHATFELRS
EZMMBLEEZ M2 MIREMBRENBEMERBIEAR. Linux REURERN. FEiZARE KA Windows ?#ﬁfﬁﬁm
BX I IhgE

NAS {RF

NAS Rt A ERAMBRGERTHER. BN EARBHREIMIBREXSER, XHHEESDEEEARPXT
K. MRPMBEREESBHELZHABT TR, WATLUET Veeam Backup & Replication %f NAS &3 B X 153K 15
B IRE LT

Veeam MHEMSIZEAR=MRELKE. F—MEAUZERBIMEPHITIHMIM4RIRE, RIELREBITER
HIEHEIAITRE . E_MREXBERENHZREIEENTRER . EZMRENIRAEREZTRNEATR
BAMNMZERIIMEE.

FMASHETURTELENRRARENER THITRE, ERE-NMAREBELEDRRU L HITSHIK
SEHZ. MREMER, BI85 NAS HZSHMESMER, WibiER LR AIGHZ R ERE 245 E 0 ITE S
RS SMTFEBREANXHMERTHREENINAS RS, HEEHLZEM Veeam 5 & FE A IRERIEZ P AL
TR RE S XM EAUELT TRZI[AZAFTHIERL FTREEFEE S, NAS T REIN TR
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Restore from File Backup X

Select the type of restore you want to perform,

Restore entire share

Restores the latest version of all files to the selected location. Use this option in case of a complete loss of storage
service, or major storage-level corruption impacting unknown number of files,

Lr_nl Rollback to a point in time

Reverts all files modified since the specific date and time to the previous version, and restores all files that were
deleted. Use this option to recover from ranscrware, virus or insider attack.

Li_nl Restore individual files and folders

Restores the required file version, or point-in-time state of a folder to the specified location, Use this option to
find and restore missing files or folders, or fetch previous file versions.

Cancel

SEINAE MFNZRERH-HY Veeam T e

T IT &I IR, RELAMMFAREEMSTRERNME, ZMBHRANH. Veeam SEfit T FFHHF E YN
BRI MBI R TERD :

BEOBNEREENEIR: Veeam ONE™ ERATHME| CPU FIM XS EREFHISA 1/0 ER. ZERINTEFR
R:

5 Possble ransomware activity Predefined Enabled Virtual Infrastructure Automatic Al

Alarm details
Knowledge
Veeam ONE detected suspicious activity on this VM

Cause

This Virtual Machine had high write rate on datastore along with high CPU Usage which can be caused by ransomware activity
Resolution

Check if files on VM are encrypted by ransomware. Run up-to-date security software, prevent ransomware propagation, ask for qualified assistance if needed. Restore VM or encrypted files from previous backup in a
case the files cannot be repaired. If VM was not affected by ransomware, raise the alarm thresholds
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ARATBEXIZER. WAEE— SMEAHMRREERMEDE, LATUAESEART L. BENEE
T EFR:

Alarm Settings et

General QG Assignment  Motifications Actions  Suppress  Knowledge base

E
Add
Rule type: Usage hd Enabled Mave up
Counter: CPU Usage (%) + | Condition: Above - e
Move down
Warning: 65.0 % Error: 80.0 | % Link
Tirme period: 3 C rmin | Aggregation: Avg A -
@0 AND Edit
. +| Enabled
Rule type: State v
Condition: Equals v | State: Running A4
Delay time: 1] C i A4
Severity: Information -
o0 QR Edit
Rule type: Usage + | [«]Enabled
Counter: Metwork Transmit Rate... % | Condition: Above v "
| Save | ‘ Cancel

{5 ] Veeam ONE FU4RARE S, T—SENIHAMMA N ERMEBEXEE, REPIT-LEEENERNE
BiE, XEBREAUEIT A\REAEEZS2MEN., XBELZEERERE. E5R2HNEER—ERmMERE,
f5aniEId Veeam ONE 3R AVIRIES BRI E IS BT FF ML 1E O . ARERRTRE T Vmware F1 Hyper-V R4t
1B S I PR EME AT IX L A AR

WEXNEE: ZZIRBEAT Veeam ONE 7EHIRERIFHLE F 1515 Veeam Backup & Replication BY1EM, 2—Fik
HHERMERNENTZE. ZEEETEEMNTURURBERIBEMBAITEEN, FTLUESE XS HEESE 0]
o B AKZH Veeam ONE E3R—#f, ZEIRIBM—LEATEL B RN SRE IS EFERITOAVRE . BOUABAT,
EN=MEES, HTHERI50% BHERES, THERA200% [HERIERER. ZERUWTHAR:
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Summary [T VM Jobs  File Jobs  Agent Jobs  Agent Policies CPU  Memory Disk Metwork Tasks & Events

0 Selected Object: TPMO2-VBRO2 ( version: 10,0.0,4461 ) - 2 errors, 0 warnings

Filters: &l € 1+ @ @ @ o a B & B o & B8 [E st ©
Status Time Source Type Name
(=] O Error 3/30/2020 9:22:38 PM This object (TPM02-VEROZ) 23 Suspidious incremental backup size
1. Warning 10:12:37PM Job "Rick Vanover Pod™ Increment created by "Rick Vanowver Pod” job (195.8%) is above the defined threshold {150.0%)
Q Error 3/30/2020 9:22:38 PM Job "TPMO3-SPITERI™ Increment created by "TPMO3-SPITERI” job (196.0%) is above the defined threshold (150.0%)

Increment created by "TPM03-SPITERI" job (211.9%0) is above the defined threshold (200.0%)

Increment created by "Michael Cade Pod” job (29310.9%) is above the defined threshold (200.0%%)
Q Error 3/30/2020 9:22:38PM Job "Michael Cade Pod™ Increment created by "Michael Cade Pod™ job (234.1%) is above the defined threshold (200.0%:)
Increment created by "Michael Cade Pod™ job (267.6%0) is above the defined threshold (200.0%)

Q Error 4:50:27 AM Job "Dmitry Kniazev Pod”™ Increment created by "Dmitry Kniazev Pod” job (216.6%) is above the defined threshold (200.0%)
) Ermror 1:10:55 AM Job "Melissa Palmer Pod™ Increment created by "Melissa Palmer Pod” job (216.1%) is above the defined threshold {200.0%)
I Warning 2:38:25 AM Job *Karinne Bessette Pod” Increment created by "Karinne Bessette Pod” job {181.6%b) is above the defined threshold (150.0%)

Increment created by Karinne Bessette Pod” job (191.6%4) is above the defined threshold (150.0%)

Increment created by "TPMO0-103 Standalone” job (236.6%) is above the defined threshold (200.0%)
D Error 1:20:56 AM Job "TPM00-103 Standalone™ Increment created by "TPM00-103 Standalone™ job (159.6%) is above the defined threshold {150.0%)
Increment created by "TPMO0-103 Standalone™ job (177.2%) is above the defined threshold {150.0%6)

HUHREERR APl: Veeam E(IEEE X APl 2 Veeam Backup & Replication v10 BY—3%84>, HIFiEid PowerShell /. 1tkT)
BE RIPRF DS EUE B /R A B A Windows 3T, X #51E1718] Veeam Backup & Replication Bl 2 # & 43 H
RIRTF#RE. IR —TEHEAR, EBEMGHMERG, TN EEEMHNEENITHRINIFE.

MR R R RAR T UGN EN R B FEBY, SEERTREREE” TIERH LEAMNEMT
ANMERAOTR, o, MREZHZBAET Veeam FhEEH, MEERMHITEERIEEX.

BIEEE AL AP HO1E FIS I Veeam T2 FE R R &0 FF iR .. PowerShell Bl 7R 1514% 18 F i@ Publish-VBRBackupContent
Cmdlet #H MRS &% (TPMOO-DT-RV), 1 FEFR:

EJ Administrator: Windows PowerShell ISE
File Edit Wiew Tools Debug Add-ons Help

[ = SN 3 M| = | 8|3 oo | & [E-.

dministrator> Add-P5Snapin VeeamPSSnapin
Sbackup = Get-VBRBackup -Name "Desktop Backups™
Spoint = Get-VBRRestorePoint -Backup S$backup -Name "TPMOO-DT-RV"™
Screds = Add-VBRCredentials -User “TPMOM-MBSCAN‘\Administrator®™

Publish-VBRBackupContent -RestorePoint $point -TargetServerName "TPMOM-MBSCAN™ -TargetServerCredentials $creds

BackupName : Desktop Backups
RestorePoint : 3/1 0 2:29:02 PM

StateString : Virtual disks published...

PublicationName : TPMOO-DT-RWV
: 9 15ad-b04e-4573-96b2-cflafbs32f8b
5 3ac5e-abf6-4f95-8d6c-0ffec8d6T668
: TPMOO-DT-RV

InitiatorName : TPMOM-MBSCAN

P5 C:h\Users)\Administrator>

© 2020 Veeam Software. #lZER. REMBENF. MEBRHFEEBIREERE.
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XE—MEHEMH PowerShell BIARSG], AARLUER Cmdlet HEH SN &M X—IRIEIFAE Veeam Backup &
Replication I TENBT AR R T 1E S . X—45ERIRIEZILT Instant VM Recovery® (BNETERIHIRE) , BEFRE
BN ERNSRIBIFE L E Vmware 3¢ Hyper-V IME, 2 M Cmdlet @id iSCSI iERA % 75 2l Veeam Backup &
Replication BR %585 Itk Veeam Backup & Replication BR 55 88 7] & RIEAME L M AT HFN, WM THR:

WVEEAM BACKUP AND REPLICATION

I IEE

Backup Replication Backup Copy Restore Failover Import Export
Job - Job - Copy ~ Job ~ - Plan - Backup Backup

Primary Jobs Auxiliary Jobs Restore Actions
HOME
VM NAME + TYPE HOST STATUS RESTORE POINT BACKUP NAME
Eb Instant Recavery (1) Ej TPMOO-DT-RV Disk Publish This server Mounted 3/10/2020 2:29:02 PM Desktop Backups
4 g Jobs
42 Backup
4 Eé- Backups
=% Disk

rl [’R Last 24 Hours

[*% Running (1)
@ Success

—Big FE—#IE1T, &HRHMENNEHSE Veeam Backup & Replication AR 5588 F A Hy ST e —HE AN FF -

| = | TPMOO-DT-RV_5f9d84a0

Home Share View

A v A » ThisPC » Local Disk (C) » VeeamFLR » TPMOD-DT-RV_5f9d24al »

MName Date modified Type Size

3 Quick access
Volumel File folder

[ Desktop » - )

7m Volumel File folder
¥ Downloads  # Volume? File folder
Documents b4
[&] Pictures -

z\eeamlabbin

[ This PC
B 3D Objects
[ Desktop
Documents
* Downloads
J‘! Music
&=/ Pictures

E Videos

%, Local Disk (C:)

B R ERBEMENZERR T . RE, F/ Veeam EMHNARGLET—LELITHE. BTRRELES

BTN ANFE RG], B9 5IEH 7 ESET $3#% T A F1 Total Commander .

©2020 Veeam Software. #lERR. REABENF. MAFTRHEESEREERE.
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FEE— BT, ESETAARTAME S E X HEMHY VeeamFLR B&1Z,

(es[E) ONLINE SCANNER @ — X

Select custom scan targets

|Cushom selection v |
D Perflogs A
-] | Program Files

{1 | Program Files (x86)

@[]  ProgramData

m-{] | Recovery

D System Volume Information
. totalomd

Users

VBR.Catalog

VeeamFLR

= TPMOO-DT-RY_S5fadadan
: [ Volumed

sm Volumel

- Volume2
-] | Windows
-] | zzVeeamlLabbin
D pagefie.sys v

| Enter a file path to scan |

EMJOY SAFER TECHNOLOGY ™

£ ESET T HEi%#¥ VeeamFLR B2 /E, EIRHITEENXIAH. RE, ESET TEBARMZ AT FTEEMBMNE X

M, RBERENRHES. SREENTHRR:

(es[l) ONLINESCANNER ® — X

Custom scan in progress...

€ What can | do during scanning?

} Phishing is a form of social engineering attack - or online scam -
Y in which a criminal impersonates a trustworthy source to extract
° sensitive information from the victim.
Phishing attacks are sometimes devilishly convincing. You can't be expected to have
your wits about you all the time - a good IT security solution will help spot the
attacks you don't.
€ 45 )
Detected objects Currently scanned files Secanning... n
0 8742 Ci\VeeamFLRY\TPMO0-DT-RV_5/9d84a0\ ..

ENJOY SAFER TECHNOLOGY™

©2020 Veeam Software. MIZER. REMBNF. FAERFARSEREERE.
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FRABURER API FHEBE —F T ER LUSIEZERIBIEL : Total Commander. X 2% {ERASREIETIEER IT &1
G & TR, Total Commander BE— LB A BAIINEE, BIEIT VeeamFLR BFIERE MBI, WA
T~

Administrator” - Total Commander (x64) 9.51 - NOT REGISTERED
Files Mark Commands Met Show Configuration Start
FlwEEH R e | DD LS MBSO
i ¢ v |[none ] 175734584 k of 209,084,412 k free |y . . ¢ v|Lnone] 175734584 k of 209,084,412 k free
RV * v o\
+Name Bt Sze  Date Attr +Name
Y8 <DIR> 03/25/20201540 | 5 | [Backup]
[TPMOD-DT-RV_5{3d842a0] <DIR>  03/25/2020 15:40 ---- [f23a3673716842af ddl0a82]
[g | |[pediogs
[Program Files]
Find Files - O X
General Advanced Plugins Load/Save
[ Oste etween g ~
[Nt elder than dayis) Cancel
[Joiderthan dayis) Help
[ File size: = kbytes fﬁ
Attributes: [ Archive [ Hidden [ Directory Encrypted
OJReadonly [ System [ Compresst 3
[ Find duplicate files:
same name same size same contents
same plugin fields: +
Search resuts F2 Search in found filesfolders
F3 View F4 Edit New search Gotofie Feed to listbox
|c:\WeeamFLRA\TPMOO-DT-RV_5rSd84a0\Wolume 1\Program Files\Microsoft SQL Server\110\Setup Bootsirap'\Lpdate Cache\KB3194721\GDR\1033_enu_jp p\salsuppart_msi\pfles\sglservril i \cfchaf 2y \mrtiphto

BHTHRRGENESHERR RS, MEERTETTEETHIRRGMNZNI . Veeam HiRER API
AUSEMNITEHIE LSS sEiE T EEEEFER, NMAEBWANERE ZBIET A M. AIEZX
BB AsT, Veeam BUEEM APl U BN S LIEIER . TILENITEN . 4T SureBackup 1EAl, T2 BsNE
PREIRER APl ITEM BRI EAEE S TEAR ENITHERENITNES, BETRERNBMERAE%
RIE Z [EHIETE].

@ VT i Veeam ¥4 API

AR T iR ¢ Veeam HUHRAE Y API FTAH ¢ Cmdlet I HE 245 B, &5 ]:  http://vee.am/vdapi

Veeam Datalabs: Veeam DatalLabs W@ id ANk S 3 A F BN G IR Z . SureBackup {EMISIEST
Veeam Datalab, PIHITHZIN{ES:

© WREMRGHITREN
o ARG ERITEHRMEARREFERFMK.
« OMERBREMZERERAR
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MNSZRHENNARERE, MREMERG TRBENERE, M SureBackup fEIATLURASH R G LA BN
FLRREF AR R TSR . SureBackup {EAL ATRB{R B AFE FHR TUAM &7 (3 Vmware SMEHREIRIA)
BE), FHRHRIALRSHIEBETRENIRE.

SureBackup {E M BB ZHINEE, HP—IERAEBEBIEILIEWHEEIT. BIAERT, SureBackup {EIFiE
THBTEENKE. WRIEARERREEIT, WATUNEBERRNRZENTEMEE. XTEBEFIHE
ERGMATFEDZRRMEY, REREXHREHEE. RECHMEREERARIEENERE.

Veeam &3 ¥4 N2

EMZRRMH DD, BINE Veeam BN FELINEEE. BRXMMENL L SARFH, BRRATIHEE
REEN R AR FREBNEIRE ST

A FRA IR AT B UMER Veeam 1%, BIFE—REH. BERENEEESILREBURNE —Ib S ik
17, HFLBERERNBEHEEESD. Veeam EHEIBEMNHMSIOILRHFITMNEG, HlaidEd&nESHELKEHN
£k 4123 Veeam Cloud Tier HI&4

BT E—REZF MM B RESNRBRIARHEITNG, Veeam EMXHATURZTHENRRENEE. MRES
EMTRENMRLEEETRE, BEREESEREXMAEE. XEBEIMFREREAT “BE” SHENKE.
R, EHAHERENZERIENZOX RN AERWIAS. RTIE ESURBIMIPIEX MBS, Veeam fnZE
AUt R—EENRIPRER, EXREMEL. FREFIEL. R EEEIEL. VeeamZIP FIHHNE .
BEnLiR s

Lsh, HMNBWELHRER, UE—SEEHRAEEMURHRE. BT REEMBOTEHTTE, X—H
ME4FRIE R TBEMIEE1ER. Veeam, Microsoft, VMware FIAEEIEAR @Rt “EMZRMBIKREE" KA.

EAIERIAN S M TR EEMEEE, BEMXRERS.

CI/CD

Code Repository

o] ] Code Creation
o
g
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UE—IMEIULERNEHTERBAERERRPHXRITT. IHNFEXFEREELRERS—MH “F
8" , FERMREREN Veeam ZHHIE. HFETHEMEN, XLTAGAHMEIIREIRE . MK T HXL
BAR, EEEUTHIXEERS:

Veeam VMworld 2018 X£:
https : //videos.vmworld.com/global/2018/videoplayer/26243

Chef B9 Veeam EBE (B 12B5) -

https : //vzilla.co.uk/vzilla-blog/cooking-up—some-veeam-deployment-with-chef-automation—part-1

Chef 989 Veeam ZBE (52 Z5) -

https : //vzilla.co.uk/vzilla-blog/cooking-up—some-veeam-deployment-with-chef-automation—part-2

ERRZRABNRAL TR KA

https : //vzilla.co.uk/vzilla-blog/summerproject-infrastructure—as—code-example-tools

Windows 1€ LA K f§ Fi Chocolatey 5 Veeam Agent #1T Windows X4 B & I8 :
https : //vzilla.co.uk/vzilla-blog/windowsoperationsusingchocolateyforveeamdeployment

©2020 Veeam Software. MIZER. REMBNF. FAERFARSEREERE.
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28

RE NIRRT SFEISERSERA, EARENHEEMNERNERES. Veeam BILER
P i SRR R AR

- FAEXMEE
o ME—RIRFERT IR B

WA A, ARANBIRENFRRARENZ RN . REAATEHRIEEZELLIBMEZELM.
—BREFRRNES, BIEREI TN :

Veeam 3z#F: Veeam MHEBI TIRE—ZFWHN, MNBHENIIERTE, AUESEREDRRGFEMHHTER
BIRLER. TERENENETRRZ S, EMMNENRERENEXER.

WBEE: EEMARPRES, ABEFLEENE—. SIESAEARBITETAEMNITR, SFE8EH
EXATIR, RIFESHREMET REIEAN T ZEHMBEMEERIRIE.

ER: BH—MHTERe EHNMEMSHEENETREE, UFESENSMHNBER. tIITURALARE
K, HATLIRINBER. MRFERT Veeam MRFIZMME, NWATAEEEEEM~R EEMMME (Flan Veeam
Cloud Connect IERIRIF)

RERE: REREPRERN—NADREMHEREIIR. ETSHITTRIIETRFRE? FRAHITHS
g,

EEFER: MRESELHNTERY, WEEPITINMZ2RE, REBRRGEMERIING. BT EXXR
FMERDITSN, BERIAE AWK EHIER FHTERAHITREKRSE.

WEER: ENNENIRETRERERIFOESE, ERABATNE, XHRRETEBREAY. HSLRAAES
MR E T .

REWE: NMEXFHR, Veeam ZEMERBATHRERZBTHMARGHIFEIEHE. BERARHMHHFRESMESNR
HEX, FRWRATEE, BEMEMTERBREB I ZREN

EFIELER: RRAPTEREMGE, BERSEHRFIESERN, Nl EEH.
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HIBNMERT AN ER, BRFAET!

B REXEFER, RINLRERRER, RRAZ. REOMNFTRGFTERMMPLRER? AXEHENETEE
il EHFEE R AN —LRIT. BYZENES, AR HERTLUEESIRHMRREREIES, A
BRBBER. MSRAEAMHEZRS.

WEREL T % Veeam AT BAE MR VBN ZR A1, EIIS):

http: //vee.am/ransomwareseriespapers
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XTEE

Rick Vanover (Cisco Champion, vExpert) II{E Veeam Software FZFEZE& =R E
5. Rick £ ITTWIHBEEMAMLEZE, ARERSGEEMTER, R ITHAR
EeAr s, BRI Twitter £ 35F Rick: @RickVanover 3% @Veeam,

© 2020 Veeam Software. #HlZEE.
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J%F Veeam Software

Veeam7E IR ZHIBEEEMBAST RHEMB LAY, AFHNIMARL. MFEESMRIPBBERSERTR
—F&. BIESLKAEBIE7.5AZRE,, HhaEiE82% MM ES005a8 Ml F167 % B2 k2, 00058k, 3
MMBLREESNEAFHERETES, 2ITWRHKFERN3. 515, RNBI00%REESRLEAIBEIREMEME,
R IBREZEHES (HPE) . NetApp, BRIFEEIE. VeeamZEIZNMEREEHHEL. ETHEZ(ES, HiFE

http: //www. veeam. com/cn/.
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